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Abstract

Network coding substantially increases network throughput. Random network coding is an effective technique for
information dissemination in communication networks. Network coding security is designed against two types of
attacks: Wiretapping and Byzantine attacks. The Wiretapping attack can tap some original packets, outgoing from the
source to the destination with the purpose of recovering the message. The Byzantine attack can inject error packets; this
type of attack has the potential to affect all packets gathered by an information receiver.

This talk will overview some of the recent progress on security of network coding. He proposes a new scheme for
secure information packets over a random network coding channel. This scheme is based on combing both the GPT
(Gabidulin-Paramonov-Tretiyakov) public key cryptosystem and the Silva-Koetter-Kschischang (SKK) codes in order to
secure communications against both attacks. Moreover, he will address the performance of the system, transmitting the
encrypted packets to the destination through wired communication networks by using different random network coding
models. In addition, he will demonstrate a comparison between the proposed scheme and Silva-Koetter-Kschischang
(SKK) codes. The proposed scheme is secure against Wiretapping and Byzantine attacks under some conditions which
depend on Gabidulin (rank) code parameters.
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